








CASE STUDY

CRYPTOL IN ACTION

A team of developers from Rockwell Collins, Inc. and Galois, Inc. has successfully produced high-speed embedded Cryptographic

Equipment Applications (CEAs), automatically generated from high-level specifications. An algorithm core generated from a Cryptol
specification for AES-256 and running in Electronic Codebook mode demonstrated throughput in excess of 16 Gbps. The “crypto
waveform” logic uses the Model-Based Development language Simulink. These high-speed CEA implementations comprise a mixture
of software and VHDL and target a compact new embedded platform designed by Rockwell Collins. Notably, almost no traditional
low-level interface code was required to implement these high-performance CEAs. In addition, automated formal methods based tools
provided by Cryptol proved that algorithm implementations faithfully implement their high-level specifications.

When feedback from the output stage to the input was introduced, thereby defeating the advantage gained by “unrolling” AES rounds,
encryption performance for AES-256 still exceeded 1 Gbps while consuming less than 2% of the available programmable logic for the
algorithm core. Most importantly, the Rockwell Collins/Galois team was able to design, implement, simulate, integrate, analyze, and
test a complex CEA on the new hardware, including AES-256 and Galois Counter Mode (GCM), in less than 3 months.

SUMMARY

DSLs (domain specific languages) allow subject-matter experts
to design solutions in using familiar concepts and constructs.
Cryptol is an example of a DSL for expressing cryptographic
algorithms. A feature-rich tool set has been developed at Galois
and used with success at Rockwell Collins, Inc. The capabilities
include:

O Create a reference specification and associated formal model.

O “Test” the specification against published test vectors and
formal assertions about state.

O Refine the specification stepwise to one or more
implementations, trading off space, time, and other
performance metrics. Because these explorations are done in
Cryptol, they can be done quickly.

O Compile the implementation for multiple targets: C/C++,
Haskell, and VHDL/Verilog are currently supported.

O Equivalence check an implementation against the reference
specification. VHDL implementations are converted into
bitfiles for FPGAs using third-party FPGA vendor tools;
verification tools can be utilized at several points in that
vendor tool-chain.

O Equivalence check VHDL implementations not produced by
Cryptol against a reference specification.
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